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IN A NUTSHELL

Challenge: code deobfuscation

Standard tools (dynamic, syntactic) not enough

Semantic methods can help [obfuscation preserves semantic]
* Yet, need to be carefully adapted

A tour on how symbolic methods can help

* Explore and discover [SANER 2016]
* Prove infeasibility [BH Europe 2016, S&P 2017]
« Simplify [SSTIC 2017]
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OUTLINE

e Context

« Code Protection
« Semantic analysis

« Symbolic deobfuscation
« Basis: Symbolic execution

« Part |: Explore & Discover -- crackme
« Part ll: Prove infeasibility -- malware x-tunnel
o Part lll: Simplify -- devirtualization

e Conclusion

Sébastien Bardin — GreHack 2017 |4



list MATE: MAN-AT-THE-END ATTACK

a Site WEB
Pirate

MITM: Man-In-The-Middle

Attacker is on the network

 Observe messages
* Forge messages

Known crypto solutions

MATE: Man-At-The-End

Attacker Is on the computer
 R/W the code

« Execute step by step
« Patch on-the-fly

New field

\ A
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FACT.: SOFTWARE IS JUST DATA

* You can execute it

 But you may prefer to:

« Read it <reverse legacy code, Of ................. steal crypto keys>
 Modify it <patchabug,or ................oooiiinl. bypass a security check>

Code & Data attack Code & Data protection

(MATE) (obfuscation)

BINSTITUT =
. . . CARNOT EVIVETE LY
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<agparté> NOT SO HARD FOR EXPERTS

Sections Code Assembly
text (Functions) —

=
=

0x4@13e@  push %ebp
0x4@14e1  mov %esp,%ebp

— @x401419  mov - Bxc(kesp), keax 0x421430  mov  Ox4(%esp),%eax

Oxd14ld  sub - $0xd,Zeax 0x401434  shl  $@x2, %eax
@x401420  inul  Oxc(kesp),%eax 0x401437 add  $0x40a064,%eax
0x401425  mov %eax,0x4(%esp) !

9x40143 et B
m 0x401429  cmpl  $8x6,8x4(%esp) ei a1s - ;E: ;e:i’;’eci“
0x4014%e  ja  @x4014a0 ;

unknown

Bx401446  mov %ecx, %eax
0x40144b  jmp *Hheax

__libc_csu_init 1L

i

unknown { ox4015a0 ... 0x401470 ... 0x4014f0 ... 0x401420 ... 0x401450 . ..
libc csu fini . 0x4015a5 call D 0x401475 call F1 0x4014f5 call F2 0x4014a5 call F3 0x401455 call Fo
- - - push ebx
.. _term_proc -------- sub esp, 8
fini fp_hw, _IO_stdin_used call get_pel..]
.rodata S = - add ebx, @x1217
val%d\n 0x4016d0 leave
) ) add esp, & 0x4016d1 ret
switch jump table pop ebx
.eh_frame_hdr retn
m code = dead bytes m global csts = strings m pointers = other With IDA

B NSTITUT .
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OB8FUSCATION,
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AND TAMPERPROOFING

FOR SOFTWARE
PROTECTION

Christian Collberg

aé Jasvir Nagra

State of the art

 No usable math-proven solution
« Useful ad hoc solutions (strength?)

ists (NDLKzAWTCQGqUyz )){ $marTuzXmiELrblr->set_sensitive(False); } } if ($ijrilcGLMcWbXmi!=1){$HwecPhiIKnsaBY(
bOLKKUFFVL=1){ } if($CrOorGLihteMbPk=="")$XkLZff\KlHqdYzB=0; switch($CrOorGLihtefbPk) { case 1: $XkLZffvKlHqc
urn $AxPGVXMULrBgSUZ; } function cXBdrelgeOysmbh($ngsHuTaakLqeKlk){ global $\gwoCADVilerx; global $0JfVybOik
P=$screen_height/$BecHLBLAqOgnrXc[1]* $BecHLBLAqOgnrXc([®];} } else { %oejysSGfnZAtGQP=$screen_height/$BecHLBL!
‘rut, 2,01 ‘was ') ; $EQFavHsKCHMcIMmY = sqlite_query (PMUERFSYleSyVExn, “SELECT lage FROM lage WHERE id=0 “); §
rut, 2,1, 'was”,"q"); for (%1 = @; $i <= 8; Pi++) { PxBWwchzFYGttEd=$CrOorGLihtelbPk[$i]. &' ; $j++; if($:
kTSuioH==""){ ${$FmZyBrtiLyInYBo}= new GtkRadioButton(null,'’,0); $LVUxMyHvkTSuioH=%{3FmZyBrtulyInYBo}; } else
QL ($image_file){ $ngsHuTaakLqeKIk=$image_file; $CrOorGLihteMbPk=array('lo’, 'mo’, 'ro’, 'lm", 'mm', 'rm", "lu", ‘'mu’
diig( $TBrBtAZPRWFPZYU, $ebeycQSWLKBFFnU, $WVkMIgIGbRVOSIt, $zCIjwZmQGHLWmGL ) { $fSmylhWpTfAGQil = imagettfbbc
1[1] * $LtcHpLNmFQVedZb - $fSmylhWpTfAGQLL([8] * $LlkMbSgluwAjfyfm - $pULabzSbZzHEfrCb ; } else { $ULabzSbZzHEfr(
cFCp; $zrxBCrMcVPUIMBo[ "h' ]=$KHewGncDwxvIRT; $zrxBCrMcVPUFMBo[ "w ' ]J=$YUhgoXWiILdA0Sd]; return$zrxBCrilcYPUjMBo;
VilcaolSyxYz-$zrxBCricVPUjMBo[ 1] ; if (PgbeycQSWLKBFFNU!=0){$iNmEPLIiskpDTlv=-10; }else{$iNmEPLIiskpDT1lv=0;} $ilimt
UrhVTLIdVIgHRH=1imagesy (PWHAB:mHCCyXghtI)/2- imagesy{pmalvSpugmSzuhdu)/2; If (PHwgrEAKEYMnAtiz=="u")$IUrNVTiIdV]
ugmSzuhJu)/2; } If ($sDughKydpKwKIBZ=="r"){3%YogbbPXcrLTDqlZ=images x{$WHABxmHCCyXghtI)- imagesx($malvSpugmSzuhdL
QikVQAKLP['g"]; %0oVGdSISYMSHE t =$3IQuduQikVQANLP['b']; } if ($LxbbolGUoNpBGsm=="height"){ $IIQuduQikVQahLp =
DaX = 255 ;} if (300VGASISYMSHE £>127){$0oVGdSISYMSHE L = 18; } else{ $ooVGdSISyMSHEt = 255;} if($sTnBeBOHZAYF
EuTvRzGZ1GEI=3NDtKzAWTCQGqUyz; $TBrBtAZPRWFPZYU = getimagesize( $tkoEuTwvRzGZ1GEI); $q¥SGvaHLdyejiyI=3TBrBtAZPF
($MeQaClzkQyKiAzt >images x ( PWHABXmHCCyXghtI ) / 100*FOAZKDtK s RHRgZwB ) { $MeQaClzkQyKNAzt=images x (PWHABXmHCCyXghtI ) /¢
uhJu)-$HLDXcwuyfPoYrFK; If ($hwgrEAKEYMnAtiz=="0")$IUANNBE oXEWRqIM=HLDXcwuyfPoYrFK; If ($MNwgrEAKEYMnAtiz=="m")j
($WHABXmHCCyXghtI) /2- imagesx($malvSpugmSzuhlu)/2;$IUANNBE oXEWRqIm=1magesy ($WHAB@mHCCyXghitI ) /2- imagesy(fmalve
PWHABxmHCCyXghttI)/2- imagesx{$malvSpugmSzuhdu)/2;} If ($sDughkydpKwk1BZ=="r"){$YogbbPXcrLTDqlZ=imagesx { $WHAB:mt
->set text(''); } $TFnsiSsBvFBsDOb=3GLOBALS[‘BIoUrBpyspeFLull’]; $TFnsiSsBvFBsDOb->set text(''); IWENZKUTQBQUH:
WINTLvuSitFill->get_text().” WHERE 1d=0"); } function XYyCTuPrtlFeeVE(){ global $bpAGFKHBLsZxFyb;global $HUERFS
XNGBmCFdvbbmiDK . " WHERE id=0"); } function EoNVSgEkqaiklsj($zBBVRGSKDdXgIVH, %wjFCRfmLBDvDmhp, $ByCzsorSXRtIDPY
PLIiskpDTlv->get_tesxt(); if (3hvRLKhIMLMhTSzS==8)sqlite_query($NUERFSV1eSyVExn, "UPDATE lage SET offset=".3$GDwe

Transform P into P’ such that
P’ behaves like P

P’ roughly as efficient as P
P’is very hard to understand

BINSTITUT
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Decrypt

OBFUSCATION IN PRACTICE

Decrypt

D050 83F lea
QONO60N5 1ea
00L04 048 mou
QON06BAC mov
00506650 dec

0006051 ll

ecx, dword &3315%

edi, [edirn)

[esp-18hearg 14), esi

esi, [esp-18hearg 20]

o5
loc_hoFn72

payload
@O806018 arg 14~ dword ptr  18n

90400010 arg 20~ dword ptr 2an
S0nes 10
00R86018 ; FUNCTION CHUNK AT SOADSFAZ SIZE 08080018 BYT
OORGASIE ; FUMCTION CHUME AT ABAN AZZ SI2E Se0sBei? WV

BOLEFAZ2 |, STAKT OF FUMCTION CHuMe FOK sub s0snie] |esoneoets mov dword_N33100, eax

oouRFA72 00806628 mov eax, duord_kI3e8C

DOLUFAT2 lac AOFNT2: 5 LphoduleNane 88406825 mov eax, [ecxeeax]

OOUEFA72 push duword ptr [ecx-0Lan] 90506028 Lnc esi

BONEFATS call gs:Getooul enandlev 90n06029 add ebx, eax

QOLEFATE mow ecx, eax 00406028 mou [eexeedx], obx

PONErane mov cax, [ecxv3Ch])

BBLEFARS ade rax, ecx

OANOFARS maw ade. FoaysRONY

eg: 7y? -1 # x2

(for any value of x, y in modular

arithmetic)

l

mov eax, ds:X
mov ecx, ds:Y
imul ecx, ecx
imul ecx, 7

sub ecx, 1

imul eax, eax
cmp ecx, eax

jz <dead_addr>

self-modification
encryption
virtualization

code overlapping
opaque predicates
callstack tampering

- R

80483d1

L.

80483de

call +5

Ox401045 call ReadFile
Px40104b xor ecx, ecx

bunny_slope@flare-on.con

Oxd0104d mov al, input_buffer[ecx]

0x401053 xor al, Qx7d
0x401055 cmp al, data_str(ecx]
0x40105b jnz 0x40107h

f=1

0x40105d inc ecx
0x40105¢ cmp ecx, Ox18
0x401061 31 0x40104d

1

Sec: < Ox18

Obsidium
JD Pack
WinUpdck

Armadillo

Packman

EP Protector
ACProtect k

TELock SV
Yoda S Crypter

Neodlite

UPXMoleBox

Crypter R)da 's Protector

ASPack

Petite =~
nPackPE S

Setisoft g Themlda

RLPack

MysticVMProtect

ox40107b ...

You are failure

0x401063 ...
ecx = Ox1§

)

You are success

Sébastien Bardin — GreHack 2017 |9

BINSTITUT
CARNOT université
PARIS-SACLAY




EXAMPLE: OPAQUE PREDICATE

eg: 7y% -1 # x?
: (for any value of x, y in modular
Constant-value predicates arithmetic)
(always true, always false) 7

_ ) _ mov eax, ds:X

« dead branch points to spurious code mov - ecx, ds:¥
i imul ecx, ecx

« goal = waste reverser time & efforts imul ecx, 7

sub ecx, 1
imul eax, eax
cmp ecx, eax

jz <dead_addr>
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EXAMPLE: STACK TAMPERING

iNnstr

Alter the standard compilation scheme: 80483d1 call +5
ret do not go back to call )

80483d6 pop edx

« hide the real target 80483d7 | add edx, &

e return site is spurious code s0483da | push edx
Ceeasadb . ret | =~
sosssde | .bytelinvalid]
Coarade | [ 4
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EXAMPLE: VIRTUALIZATION

. f\
' long secret(long x) {

e —————— — —

I
I
I
! |
b e e »' Bytecodes - Custom ISA
' return X; ! '__Xt____.______,'

i

| |

2
Fetching |«

v

Decoding

v

Dispatcher

- Easy to recover the VM structure m
 But does not say anything about P Operatorl | | Operator2 | | Operators

\M

Terminator

Turns code P into
e aproprietary bytecode program
* +ahomemade VM (runtime)
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DEOBFUSCATION

ists (BNDEKzAWTCQGqUyz )){ $marTuzXmiELrbNr->set_sensitive(False); } } if (3ijrilcGLMclbXmi!=1){$HwecPhiIKnsaBY(

bOLkKUFfWL=1){ } if(3CrOorGLihteMbPk=="")%XkLZffvKLHqdYzB=0; switch(3CrOorGLihtellbPk) { case 1: $XkLZffvKLlHqc

urn $AxPGVXMULrBgSUZ; } function cXBdrelgeOysmbh($ngsHuTaakLqeKIk){ global $\dgwoCADIVilerx; global $0JfVybOik

P=$screen_height/$BecHLBLAqOgnrXc[1]* $BecHLBLAqOgnrXc([8];} } else { %oejysSGfnZAtGQP=$screen_height/$BecHLBL! Rt ! 5
rut, 2,1 ‘was ') ; BEQFavHsKCHMeIMmY = sqlite_query(PMUERFSYleSyVExn, "SELECT lage FROM lage WHERE id=0 "); § r ql
‘rut,'2,'1",'was","q"); for (%1 = B; $i <= 8; Pi++) { PxBWwchzFYGttEd=$CrOorGLihtelbPk[$i]. '#" ; $j++; if(3: eSu1 t = p
kTSuioH==""){ ${$FmZyBrtilLyInYBo}= new GtkRadioButton(null,"',0); BLVUxMyHvkTSuioH=${$FmZyBrtulLyInYBo}; } else lf (]

QL ($image_file){ $ngsHuTaakLqeKIk=$image_file; $CrOorGLihteMbPk=array('lo’, 'mo’, 'ro", 'lm", 'mm', 'rm", "lu", ‘'mu’ (r = s
diig( $TBrBtAZPRWFPZYU, $ebeycQSWLKBFFNU, $WVKMIIGbRVOSIt, $zCIjwZmQGHLWmGL ) { $fSmylhWpTfAGQil = imagettfbbe eSu ¢ e f

1[1] * $LtcHpLNmFQVedZb - $fSmylhipTfAGQLL[8] * $LlkMbSgluwAjfyfm - $pULabzSbZzHEfrCb ; } else { $ULabzSbZzHEfr( resu Set men rOm

cFCp; $zrxBCricVPUIMBo[ "h' ] =$KHewGncDwxvIRT; $zrxBCrMcVPUIMBo[ "w' ]=$YUhgoXWILAADSdT; return$zrxBCricVPUjNMBo; l s . e}( . ex St(
VilcaolSyxYz-$zrxBCricVPUjMBo[ 1] ; if (PgbeycQSWLKBFFNU!=0){$iNmEPLIiskpDTlv=-10; }else{$iNmEPLIiskpDTlv=0;} $ilimE SetS S tr t () ) eC‘ut
UrhVTLIdVIgHRH=imagesy (PWHAB:mHCCyXghtI) /2~ imagesy(PmalvSpuqmSzuhdu)/2; If ($HwgrEAKEYMnAtiz=="u")$IUrNVT1iIdV] tO ue d { eQu
ugmSzuhJu)/2; } If ($sOughlKydpKwKIBZ=="r"){$YogbbPXcrLTDqlZ=imagesx($WHABxmHCCyXghtI ) - imagesx($malvSpugmSzuhdy Stor

QikVQANLP[ ‘g']; $00VGdSISYMSHEt =$ITQuALQIKVQARLP b ]; } if ($LxbbolGUONpBG:m=="height"){ $IIQudLQIKVQAnLp = eD,
DaX = 255 ;} if (300VGASISYMSHE £>127){$0oVGdSISYMSHE L = 18; } else{ $ooVGdSISyMSHEt = 255;} if ($sTnBeBOHZAYF 'tor
EuTvRzGZ1GEI=3NDtKz AT CQGqUyz; $TBrBtAZPRWFPZYU = getimagesize( $tkoEuTwvRzGZ1GEI); $q¥SGvaHLdyejiyI=3TBrBtAZPF & e o)
($MeQaClzkQyKiAzt >images x ( PWHABXmHCCyXghtI ) / 100*F0AZKDtK s RHRgZwB ) { $MeQaClzkQyKNAzt=images x (PWHABXmHCCyXghtI ) /: -or eId - n 3 nt
uhJu)-$HLDXcwuyfPoYrFK; If ($hwgrEAKEYMnAtiz=="0")$IUANNBE oXEWRqIM=$HLDXcwuyfPoYrFK; If($iwgrEAKEYMnAtiz=="m")j eAr?.-a, e re.Qn. “ (",C'a.
($WHABXmHCCyXghtI) /2- imagesx($malvSpugmSzuhlu)/2;$IUANNBE oXEVRqIm=1magesy (PWHABs@mHCCyXghtI ) /2- imagesy($malve

PWHABamHCCyXghtI) /2- imagesx{$malvSpugmSzuhdu)/2;} If ($sDughKydpKiwkKIBZ=="r"){%YogbbPXcrLTDqlZ=images x { $¥HABmt

->set_text(''); } $TFnsiSsBvFBsDOb=3GLOBALS[ ‘BIoUrBpyspeFLul']; $TFnsiSsBvFBsOOb->set text(''); FwENZKUTQBQuH:

WINTLvuSitFifl->get_text().” WHERE id=0"); } function XYyCTuPrtlFeeVE(){ global $bpAGFKHBLsZxFyb;global $HUERFS

XNGBmCFdvbbmiDK . " WHERE id=0"); } function EoNVSgEkqaiklsj($zBBVRGSKDdXgIVH, %wjFCRfmLBDvDmhp, $ByCzsorSXRtIDPY

PLIiskpDTlv->get_text(); if (3hvRLKhIMLMhTSzS==8)sqlite_query($NUERFSV1leSyVExn, "UPDATE lage SET offset=".3GDwe

« ldeally, get P back from P’
« Or, get close enough

 Or, help understand P

B NSTITUT .
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WHY WORKING ON DEOBFUSCATION? <in an ethical manner>

« Software protection Obsidium
. JD Pack

« Assess the power of current obfuscation schemes WinUpack

Armadillo

« Special case: white-box crypto <hide keys> EP Protector
TELock SVK
Yoda's Crypter

Nedlite
UPXMoleBox
FSGUpack

oooooooooooo

, T IHEMIDA

nPackPE Spin
Sgisro‘ftlgrneada
RLPack

MysticVMProtect

« Malware analysis
« Comprehension: help to understand the malware <goal, functions, weaknesses>
« Detection: remove the protection layer

Ransomware

Wow Targeting Apple's MacOS Usars

BINSTITUT -
[®ll université
IS-SACLAY
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DEOBFUSCATION NEEDS TOOLING

« Strongly rely on human expert
 While obfuscation is automatic

Proper tool support
« Explore (find hidden parts)

* Prove (identify spurious code)
« Simplify

Sébastien Bardin — GreHack 2017 | 15



<aparté> STATE-OF-THE-ART TOOLS ARE NOT ENOUGH
FOR DEOBFUSCATION

(ex4013¢8  push %ebp ) Just add
g ™ Bx4014e1  mov %esp,¥%ebp
2x401419  mov @xc(%esp),%eax "y C
4014 4(% %
0x40141d  sub  $0x4,%eax g: 421 ‘;i Zﬁ"{ 2;){; ;223{ eax mov Y%eax,%ecx
0x401420  imul — Oxc(%kesp),%eax  |——W o 101437  add  $0x40a064,%eax mov %ecXx,%eax
0x481425  mov ¥eax, @x4 (%esp)
@x48143c mowv (%eax) ,¥%eax
Ox401429  cmpl $Ox6, x4 (%esp) Ox401441 mov Yeax Yecx
\Ox4eTdze  Ja ~ Ox4014a0 y 0x401446 mov  %ecx,%eax and break results
@x4@144b  jmp *Heax
\. J
0x4015a0 ... Ox401470 ... @x4@14fe ... Bx4614a0 ... @x401450 . ..
@x4@15a5 call D @x401475 call F1 0x4@14f5 call F2 @x4014a5 call F3 0x4@1455 call F@

0x4@16d0@ leave
0x4016d1 ret

. . _ With IDA
« Static (syntactic): too fragile

 Dynamic: too incomplete

' BINSTITUT
CARNOT

.
universite
IS-SACLAY
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list SOLUTION? SEMANTIC PROGRAM ANALYSIS

Ceatech

 From formal methods for safety-critical systems
« Semantic = meaning of the program

 Possibly well adapted

Semantic preserved Can reason about
by obfuscation sets of executions

 find rare events
* prove, simplify

 Symbolic deobfuscation
« Explore and discover [SANER 2016] theor;ﬂsggf”?ound]
* Prove infeasibility [Black Hat EU 2016, S&P 2017] °

. Simplify [SSTIC 2017]

Sébastien Bardin — GreHack 2017 |17



<En aparté> ABOUT FORMAL METHODS

m Between Software Engineering and Theoretical Computer Science

m Goal = proves correctness in a mathematical way

| Clear success in safety-critical

Model Source code

> [ [ »> v

Kind of properties

Key concepts : M = ¢

M : semantic of the program absence of runtime error

@ : property to be checked pre/post-conditions

temporal properties

= : algorithmic check

.
universite
RIS-SACLAY
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list OK but ... WHICH APPROACH? (Formal Method Zoo)

Ceatech

« Abstract interpretation « Weakest precondition
 Model Checking * Property-directed checking
« Symbolic model checking « Symbolic execution

« Bounded model checking * Interactive theorem proving
 Counter-example guided model checking « Type systems

* Interpolation-based model checking « Correct by construction

« k-induction .

Constraints
 Not too hard to adapt to binary level
 Robust to nasty low-level tricks

BINSTITUT -

, . . ' CARNOT NV té
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TRl SYMBOLIC EXECUTION (2005) l
ceatech PC:=

int main () { j
= input ()
int x = input(); y = input()
int y = input(); z=2%y
int z = 2 * y,
if (z == x) { o = {x— X0,y = Yo,z = 2}
if (x >y + 10)
failure; (?=“=i}
} / \!JDCFT A 2yp = Xp
SuCCess; 1}

Given a path of a program
« Compute its « path predicate » f

 Solution of f < input following the path
« Solve it with powerful existing solvers




list SYMBOLIC EXECUTION (2005)

ca o
TR

i .
P

Ceatech

int main () {

int x = input(); Sl peinis:
int y = ingut()f * No false positive = find real paths
int z = 2 * y; |  Robust (symb. + dynar_nic)
if (z == x) { « Extend rather well to binary code
if (x >y + 10)
failure; == %)
} \P{ =T A2y =X
Success,
} ) :r >y + m
PC:=T A E!.r‘g =2 Xg / \
Given a path of a program

« Compute its « path predicate » f |

| PC:=T A2 =xgAXp > Yo+ 10
{

k4

 Solution of f < input following the path
« Solve it with powerful existing solvers PC:=T A2yp = x0 A xp < Yo + 10

BINSTITUT "
. . . ' CARNOT EVIVETE e
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BINSEC: SYMBOLIC DEOBFUSCATION

x86

ABFFFTECBDTOGISCALOLODIBDEAS
145634789234ABFFEETBABDCFA56
SAZBACEDOOSFSFSD1EDR3ISTLS697
145FEDBCADACBDADGESTO0OIAG901
3A56KAHAZIOSGEFHIASEFRADECADS H H
001134567 35FFD451E13AB0R0DAD Statl C ana Iys IS
344252FFAADBDAASTI45FDTE000]
FFF22546ADDAESESTTEE0O000000

ARM [malware analysis

ABFFFTA0BOTOGSECALIOICOIBOESS
145634 789234ABFFEGTEABDCFA56
SAZBACEDODYFSFSD1EOE3IS F1a69T
145FEDBCADACEDADASITOOZ46301 IR
34 56KAHAIOSGETHIASBFFADECAD3 l

00113456735FFD4A51E13ABOEODAD
344252FFAADBDAASTIASFRDTEOOOL
FFF22546A0DAES89T TE60000:0000

vulnerabilities

ABFFFTE0BDTOEIECALIDL001BDELS
145634789234 ABFFEGTEABDCF456 H H
SAZBACEDOOIFSFED1EDBISTISEOT Symbnllc EXECUtInn
145FEDBCADACEDADASITOO346901
45E6KAHAINSGETHI4SBEFFADECAD
00113456T35FFDASLEL3ABOBODAD
344352FFAADBDAAS 7 3A5FDTBOD01
FFF22546ADDAESEITTEGOONDOD00

[ | 1hS o= rhS <508 execution trace

dynamic — dynamic

disassembly IR Symbo-llc
new input execution

m goto addr, goto expr gy = T—

partial safe\ '/obfuscation

CFG information

static
disassembly

ostin
computation

m ite(cond)? goto addr : ., J,?“?f

B assume, assert, nondet T
B NSTITUT 7
CARNOT =
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PART I: EXPLORE

Forward reasoning
* Follows path
 Find new branch / jumps int main () { [”
- Standard DSE setting int x = input(; ) o
int y = input();
int z = 2 * y; [U:-{XAXo:y%yw%Zyo}
if (z ==x) { (z = x)
if (x >y + 10) / \l'(PC:=_TA2yo=xO
Advan tag eS } fallure; ek (x> 10/\
* Find new real paths success; '1
« Even rare paths }

PC:=T A2%=xpAxo < yo+10

« dynamic analysis on steroids »

' BINSTITUT
CARNOT

.
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Solve for new dynamic targets

IN PRACTICE « Get afirst target

* Then solve for a new one
« Get it, solve again, ...
e Get them all!

rfﬁ.ﬂvﬂ’dﬂﬂ3&@ push %ebp

Ox491419
@x4@141d
Bx421420
Ox401425
Ox4a1429
Bx4Q142e

mow
sub
imul
mov
cmpl
ja

Y @x4014el mov %esp, %ebp

Bxc(%esp), keax
$0x4, ¥eax
Bxc(%esp), ¥eax —
¥%eax, 0x4d (¥esp)
$0x6, x4 (¥%esp)
9x4014a0

Ax4@1430  mov Ox4 (%esp), %heax
0x401434  shl $0x2, Keax
0x401437  add $0x40a064, %eax
@x48143c  movy (%eax),%eax
@x401441 mow feax, kecx

A @x401446  mov kecx, keax

@x4815a8 ...

\ax4a144b jmp *heax

Ox401470 . .. @x4014fa ... Bx4014a@ . .. Px401450 . ..

@x4815a5 call D @x401475 call F1 @x4@14f5 call F2 9x4014a5 call F3 @x4@01455 call F@

@x4816d0 leave
9x4@16d1 ret

With IDA + BINSEC

BINSTITUT ~
, . . CARNOT RV
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EXAMPLE: FIND THE GOOD PATH

) Sadd @030 00D 0004 oone fFff opae

7060010 00b3 0AR0 02RO 0000 0040 GA00 0000 G200

o

0x401045 call ReadFile
0x40104b xor ecx, ecx

( nrnmIInInNTIN I

an

00 0000 bunny_slopeéflare-on, con
Failure

Crackme challenges

B Input == secret +— success

m input # secret +— failure

Sébastien Bardin — GreHack 2017 | 25
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0x40104d mov al, input_bufferfecx]
0x401853 xor al, Ox7d

0x401055 cmp al, data strlecx]
0x40105b  jnz @x40107h

Ox40107h

You are failure

ecx < @x18

x40105d 1nc ecx 0x401063

0x40105 cmp ecx, W18
0x401061 j1 @xdo1e4d j

gcx = Ox18

A

You are success

BINSTITUT "
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PART II: PROVE

Prove that something is
always true (resp. false)

eg: 7y? - 1 # x2

(for any value of x, y in modular
arithmetic)

Many such issues in reverse

* IS abranch dead?

« does the ret always return to the call?
 have i found all targets of a dynamic jump?
« does this expression always evaluate to 15?

Not addressed by DSE
« Cannot enumerate all paths

Sébastien Bardin — GreHack 2017 | 26
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Explore & discover

BACKWARD SYMBOLIC EXECUTION

a = {X—>X05}'—>}«’012—>2}fo}

==—x>

PC:=T N 2yg = Xp
> + 10
x>y )

PC:=T A 2yp =xp M xo > yo + 10

PC:=T A 2yy # Xp

PC:=T AN2yg =xp Nxg < ¥y + 10

feasibility queries
infeasibility queries

scale

paths
lost in

computation

paths over

/ approximated

backward
bounded
DSE

(forward) DSE  bb-DSE

* Prove infeasible

Sébastien Bardin — GreHack 2017 |27
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CASE-STUDY: PACKERS

opaque predicates call stack tampering

packers #ith OK OP OK tamper
ObSIdlum ACProtect v2.0

JD Pack i .
« 1 1PE Lock ASPack v212 | The technique scale
WEIEIUpPEagﬁ!(t 5 . on significant traces
Armadillo Cryptervii2 | @—/'1 S
El:clgr?tgctor —t— : : : . .
rotec R - ! ! .- i
TELockSVK Expressor C ek L /01 1| Many true positives. || :
Y°di,,§‘f,:r}'pter - . / X So'me_pgckers'are 6 5
Neollte ; ] ; -1 using it intensively ; :
UPXMoleBox Mew i sok Y 1 1 11 1 1 28 | i 6 | ’Q
eupack o SEEEE T — E 5 ’
ASPack PE Lock 1 (2.3M) | 1 1 6 ! 95 i 90 ! 4 : 3
o _BoxedApp : — : : : : | — : |
npﬁf?g:é%?,in o e Pt | packers using ret to “;/14 0
Enigma, TElockvo51 | aeek | 1 | 1 | performthefinaltail | . @
. Pack P I tran5|t|qn to the . : ;
Mystic VMProtect pack vO. 5 ; i entrypoint 5 ;

Packers: legitimate software protection tools
(basic malware: the sole protection)

' BINSTITUT
CARNOT

.
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CASE-STUDY: PACKERS (fun facts)

Several of the tricks detected by the analysis
CST in ASPack

0bS|d|um 10043a9 mov [ebp+0x3aB8], eax
\ ]

JD Pack - e feees)y e
Winu'ﬁsi':‘k 1018f7’435@>~11@18f92 OP in Armadillo 10043af popa [ Gx10043bb =

PE Compact at runtime

Expressor. ., N
Armapgklmla!‘o 1018f7c  jns ©x1018f92 10330ae  xor ecx, ecx 10043b0 jnz ©x10043ba ,
rotec (and all possible variants jnz X ca Enter SMC L= 1 -~
TELockSVK ja/ibe, ip/inp, jofine..) o~~~ T Y Ty
Yoda's Crypter
NMewlot 10043ba push | @x18011d7
p slol BI e CST in ACProtect
lFJSéuoe °xk 10043bf ret
Crypter Yodg'sgtector 1001000 push 16793600
ASPack
H' T 1001005 push 16781323
Petite CST in ACProtect ,
nPackPE Spin 10040fe: mov bl, 0x0
nigma Lillli e 10041c@: cmp bl, Ox1 <=4
: i 1004328 all OX1004318 oo : d ~
setiglt, S Themida R 1004103: jnz 0x1004163 | 3
i PaCk T 1001600b ret Ox10040ff
L 1004318 add  [esp], 9 ZF =0 ZF=1__ | at runtime
100431c ret ! 1
1004163: jmp Ox100416d 1004105: inc [ebp+oxec]

[...] [...]

' BINSTITUT
CARNOT

.
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3 CASE-STUDY: THE XTUNNEL MALWARE (part of DNC hack)

cea tech

APT28, Fancy Bear, Sofacy, Sednit, Pawn Storm
Ministry of Defense  NATO, EU institution 1ys yonde  PNC DEMOCratic Two heavily obfuscated samples
France) Government Bundestag | (1o National Commlttee_ .
Zirst seen ‘ Officials ' (Germany) Anee EO“t_iC_al Activists I JS) ° Man y (@) p aq ue p red | Cates

. Office(kce) | Flash
CVE-2015-242 : F-2015-

(x2)

7 ﬁlash + &Vindowg 10

Goal: detect & remove protections
* Identify 50% of code as spurious
 Fully automatic, < 3h

Windows (LP) Java (<2)

L2

! C637 Sample #1 99B4 Sample #2

o1 | e Extract #total instruction | 505,008 434,143

0 | A F
[

[ talive | +279 483 +241177

e e 4y e
.

' BINSTITUT
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list CASE-STUDY: THE XTUNNEL MALWARE (fun facts)

Ceatech

« Protection seems to rely only on opaque predicates

* Only two families of opaque predicates 7Y% - 12 x° £U’+3

+ 1

* Yet, quite sophisticated

« original OPs

* Interleaving between payload and OP computation

« sharing among OP computations

» possibly long dependencies chains (avg 8.7, upto 230)

Sébastien Bardin — GreHack 2017 | 31
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list PART Ill: SIMPLIFY

Ceatech

Why? recover hidden simple expressions
« Junk code, junk computations
 Opaque values

* Duplicate code

« Complex patterns (MBAS)

Symbolic reasoning a priori well adapted
 Normalization / rewrite rules: (a+b-a)=> b
« Solver-based proof: solve(atb-a =!= b)

TTTTTTTT .
. . . ' CARNOT NIV té
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CASE-STUDY: DEVIRTUALIZATION (tool Triton)

' long secret(long x) {

| return X;
)
Simplify
Goal | & merge
« Small prot-egted hash-functlons Discard VM part e
« Get the original function back Optimizations
—~ l, )
Binary — Triton AST — Arybo  ~— ©  LLVM- —> Binary
code (+ simplif.) IR IR code

Sébastien Bardin — GreHack 2017 | 33
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TIGRESS Challenge
« 7 (classes of) challenges

5 codes per class
« Original codes: hash-like functions
 Focus on challenges 0-4

Only challenge 1 was solved

CASE-STUDY: DEVIRTUALIZATION (tool Triton)

Few seconds to extract the equation and less than 200 MB of RAM used

Challenge-0 Challenge-1 Challenge-2 Challenge-3 Challenge-4
VMO0 3.85 seconds 9.20 seconds 3.27 secands 4.26 seconds 1.58 seconds
VM1 1.26 seconds 1.42 seconds 3.27 seconds 2,49 seconds 1.74 seconds
VM2 6.58 seconds 2,02 seconds 2,63 secands 4.85 seconds 3.82 seconds
VM3 45.59 seconds 11.30 seconds 8.84 seconds 4.84 seconds 21.64 seconds
VM 4 361 seconds 315 seconds 588 seconds _

Few minutes to extract the equation and ~4 GB of RAM used

Few minutes to extract the equation and ~5 GB of RAM used

Few minutes to extract the equation and ~9 GB of RAM used

Few minutes to extract the equation and ~21 GB of RAM used

Few hours to extract the equation and ~170 GB of RAM used

Number of Difficulty

Solve challenges 0 - 4 (25 samples)
« very closeto the original codes

« sometimes even smaller!

« very efficient (<1Imin on 20/25)

Challenge Description binaries  (1-10) Script Prize Status
0000 One level of virtualization, random dispatch. 2 1 script girg{;cate issued by Solved
One level of virtualization, superoperators, split . Signed copy of
0001 instruction handlers. > 2 Sapt Surreptitious Software. Open
One level of virtualization, bogus functions, implicit . Signed copy of
0002 flow. > 3 SCpt Surreptitious Software. Open
One level of virtualization, instruction handlers .
. . L . Signed copy of
0003 obfuscated with arithmetic encoding, virtualized 2 2 script Surreptitious Software Open
N f . . D / .
function is split and the split parts merged.
0004 Twa levels of virtualization, implicit flow. 2 4 script USD 100.00 Open
0005 %‘1’: level of virtnalization, one level of jitting, implicit 5 4 scrint USD 100.00 Open
0006 Two levels of jitting, implicit flow. 5 4 script USD 100.00 Open
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CASE-STUDY: DEVIRTUALIZATION (tool Triton)

Challenge-0 Challenge-1 Challenge-2 Challenge-3 Challenge-4
VMO 3.85 seconds 9.20 seconds 3.27 seconds 4.26 seconds 1.58 seconds
VM 1 1.26 seconds 1.42 seconds 3.27 seconds 2.49 seconds 1.74 seconds
VM 2 6.58 seconds 2.02 seconds 2.63 seconds 4.85 seconds 3.82 seconds
VM 3 45.59 seconds 11.30 seconds 8.84 seconds 4.84 seconds 21.64 seconds
VM 4 361 seconds 315 seconds 588 seconds _

Few seconds to extract the equation and less than 200 MB of RAM used

Few minutes to extract the equation and ~4 GB of RAM used Challenge Description

Few minutes to extract the equation and ~5 GB of RAM used

0000 One level of virtualization, random dispatch.

Few minutes to extract the equation and ~9 GB of RAM used

Few minutes to extract the equation and ~21 GB of RAM used 0001 One level of virtualization, superoperators, spli
instruction handlers.
Few hours to extract the equation and ~170 GB of RAM used One level of virtualization, bogus functions, implicit
0002 flow.
One level of virtualization, instruction handlers
0003 obfuscated with arithmetic encoding, virtualized

function is split and the split parts merged.

« Opcode duplicate: merged!

0004 Two levels of virtualization, implicit flow.

« 2-level VM (challenge 4): still ok

One level of virtualization, one level of jitting, implicit

0005
. flow.
* Also tested vs each VM-option TR Y
BINSTITUT =
, . . CARNOT RV
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« EXPLORE

* PROVE

 SIMPLIFY

=2

= input )
nput ()

REMINDER: SYMBOLIC DEOBFUSCATION

Od1045  call ReadFile
d0104b xor ecx, ecx

OR104d mov al, input_buffer[ecx]
6x401053 xor al, &x7d

0x401055 om al, data_str(ecx]
848105 jnz Oxd010Te

x40107h

You are failure

0401054 inc ecx
bunny_slope@flare-on.con Bxd0105e cmp ecx, Bx18

401061 1 Bxdg104d You are success

0401063 ...
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list LIMITS & COUNTER-MEASURES (and mitigations)

Ceatech

« Standard limits of DSE
« #paths, limits of solvers (float), ...

« Anti-DSE proposal are blooming

« Hard-to-solve predicates

« Path splitting

« Side-channels

« Attacks all parts of the tool (solving, dynamic, taint, decoding, etc.)

* Note: protections must be input-dependent, otherwise removed by standard optimizations

 Hot topic, battle in progress

« Tradeoff between performance penalty vs protection?
« Exact goal of the attacker?

.
universite
RIS-SACLAY
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CONCLUSION & TAKE AWAY

« Atour on the advantages of symbolic methods for deobfuscation

« Semantic analysis complement existing approaches
« Well-adapted — semantics is invariant by obfuscation

« Explore, prove infeasible, simplify iy
R . dynamic ynamic
« Promising case-studies disassembly symbolic

new |nput execution

partial safe obfuscati.on
i Next Steps CFG | et information
disassembly
* Anti-anti-DSE

* Open the way to fruitful combinations (attack & defense)

 Formal methods can be useful for binary-level security
* Yet, must be adapted: need robustness and scalability!
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<aparté> THE HARD JOURNEY FROM SOURCE TO BINARY

e Code-data confusion

Model Source code

int foo(int x, int y) {

int k= x;

int c=y;

while (c>0) do {
k++;

x>0/x:=x-1

* No specification (even implicit)

c-—-}
return k;

}

« Raw memory, low-level operations

Assembly Executable

. —Tézr;' A 100 ABFFF780BD70696CA101001BDE45
° CO d e SI Ze 145634789234ABFFE678ABDCF456
add B A 5A2B4C6D009F5F5D1E0835715697

cmp B O 145FEDBCADACBDAD459700346901
jle label 3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD

344252FFAADBDA457345FD780001
label: FFF22546ADDAE989776600000000

move @100 B

« # Architectures
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